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Abstract- Android malware creates a growing security risk due to the increasing number of applications that work
on Android platform nowadays. The need for effective detection methods has made the use of machine learning
and deep learning a viable solution. This study presents a comparison between different Machine Learning (ML)
and Deep Learning (DL) models including Long Short-Term Memory (LSTM), Bidirectional Long Short-Term
Memory (BiLSTM), Gated Recurrent Unit (GRU), Support Vector Machine (SVM), K Nearest Neighbor (KNN),
and Logistic Regression (LR) on two datasets Android Malware Detection (AMD) and CICMalDroid2020 to evaluate
their performance using a unified architecture with the same parameters. Random Forest method is used to select
features from the AMD dataset, by calculating the most significant features that have a direct impact on the process
of detecting Android malware samples, thereby increasing models’ accuracy. Result for both datasets shows that DL
models, especially BiLSTM, outperform other models with accuracy metric that reach 99.77% with full features,
99.88% with selected features for AMD dataset and 89.70% for CICMalDroid2020 dataset.

keywords: Security, Android platform, Deep learning, Machine learning, Random Forest.

I. INTRODUCTION

In recent years, Android platform has become the primary goal for malware attacks because of its open-source nature,

and the exponential growth of Android devices. Malwares can introduce serious threats on users’ security and integrity by

taking different forms including Adware, Ransomware, Trojan, Spyware, Virous, Worm, Botnet, and Scareware, each with

its different mechanism and effect. Many studies have been carried out for Android malware detection through learning

and classification process to protect Android devices, where the existing form of malware can easily evade detection using

different hiding techniques [1].

Traditional detection techniques for Android malware can be classified into static, dynamic and hybrid features analysis

methods. Where static analysis depends on features extracted statically from the APK file to detect malware, without

running the application. While dynamic analysis involves running the application in a sandbox or simulator to detect

malware, based on the application behavior at run time. Finally, hybrid analysis combines both techniques to overcome

their problems and maximize their advantages. For example, static analysis cannot catch obfuscation code while it easily

detected with dynamic analysis. Alternatively, static analysis is safer than dynamic analysis since it does not affect the

mobile device and less in both time and cost consumption [2].
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However, the rapid growth of methods that attackers usually use to evade detection such as encryption, packaging, and code

hiding, increased the need for advanced detection techniques. Machine Learning (ML) and Deep Learning (DL) models

have been broadly used in detecting Android malware in many recent studies. In ML model the detection of Android

malware can be done automatically by building models that identify patterns from large amount of data without being

specifically programmed [3]. While in DL, which is subset of ML with many layers, the learning model can automatically

extract features from raw data, where it shows very good results when massive amount of data is involved, thereby improve

the detection accuracy of complex malware [4], [5].

However, both ML-DL approaches have shown a promising result in the field of Android malware detection by many recent

studies [2]. In this paper, a comparative analysis between six models is introduced, including: Long Short-Term Memory

(LSTM), Bidirectional Long Short-Term Memory (BiLSTM), Gated Recurrent Unit (GRU), Support Vector Machine (SVM),

K Nearest Neighbor (KNN), and Logistic Regression (LR). All models were evaluated and tested on two datasets, Android

Malware Dataset (AMD) and CICMalDroid2020 dataset. This study highlights the potential of ML-DL models in advancing

Android malware detection in the field of cybersecurity.

The rest of this paper is arranged as follows. Section II shows a literature review on Android malware detection. Section

III presents an overview of the used datasets and the proposed methodology. Section IV presents the experimental result

for all 6 models. Section V ends with the conclusion of this work.

II. RELATED WORKS

Authors in [6] introduced Android malware classification and recognition approach called AAMD-OELAC using en-

semble learning process with LS-SVM, KELM, and RRVFLN ML models. Result of malware detection was improve

using HPO algorithm that works on tuning the optimal parameters for the three models. The simulation results show the

AAMD-OELAC method supremacy over other existing approach.

In [7], Android malware detection approach is introduced using different sets of ML models based on permission-based

features for static analysis. Different datasets were used to collect samples, with total of 5000 samples from Drebin dataset,

and 5000 samples from Androzoo dataset. The number of extracted features were minimized using feature selection method

to determine the most important features for the detection process. The results showed that Random Forest model outperform

other models with accuracy of 91.59%.

Authors in [8] developed different ML-DL models based on both static and dynamic analysis methods, with a detailed

comparation between all models. Results showed that LSTM model with static analysis achieved accuracy of 98.8% and

CNN-LSTM model for the dynamic analysis achieved accuracy of 95.3%. These results demonstrate that the models achieve

higher accuracy than the models mentioned in the literature.

Authors in [9] introduced an Android malware detection system with the use of DL models. CICInvesAndMal2019 dataset

is used with 8115 features to evaluate LSTM, BiLSTM, and GRU models for malware detection system. Results shows

that BiLSTM model outperform other models with accuracy of 98.85%.

Authors in [10] introduced Recurrent Neural Network (RNN) model for malware detection based GRU. Application
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Programming Interface (APK) and Permissions features were extracted from CICAndMal2020 dataset, with static analysis

for the Android application. Results showed that the achieved accuracy of 98.2% for GRU model outperform many other

methods.

III. METHODOLOGY

In this section a comprehensive approach is introduced to compare the performance of different ML-DL models for

Android malware classification. As shown in Fig. 1, a detailed information are included of collecting data from multiple

dataset, extracting and selecting features from row dataset, applying ML and DL models on full and selected features, and

finally evaluation matrixes used to evaluate these models’ performance.

Figure 1: Android malware detection workflow.

A. Data Collection

The choice of proper dataset presents an important role in developing the performance of malware detection models.

This study uses two datasets, which are described below.

1) Android Malware Detection (AMD) dataset: AMD is one of the most recent standard repositories that is publicly

accessible for authors in the field of Android security [11]. This dataset provides more than 80 features that describe

network traffic flows, such as IP addresses, ports, packet counts, flow duration, inter-arrival times, TCP flag counts,

header lengths, and activity/idle times. These features capture both forward and backward traffic behaviors, providing
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a detailed view of each flow for accurate classification. All these features are extracted statically and scrapped from

CIC repository [12].

2) CICMalDroid2020 dataset: CICMalDroid2020 is a traffic analysis dataset that contain 17,341 sample for five different

malware families: Adware, Banking, SMS, Riskware, and Benign [13]. It provides statically and dynamically extracted

features, such as: intents, permissions and services, frequency counts for different file types, incidents of obfuscation,

sensitive API invocations for statically extracted information, system calls, binder calls, composite behaviors for

dynamically observed behaviors, adding to that a PCAP of all the network traffic captured during the analysis [14].

B. Machine Learning Models

ML is a subset of Artificial Intelligence (AI) that allows computers, thought training algorithms on large amount of data,

to recognize patterns and make decisions without being specifically programmed [15]. However, in this study the following

ML models are used to assess and compare their efficiency in the process of malware detection.

1) K-Nearest Neighbor (KNN): is one of the simplest ML models used for classification and regression. KNN is non

parametric model where it can make prediction without being specifically programmed. KNN depends on picking the

value of K that gives the optimal result to categorize each object belong to which class [16].

2) Support Vector Machine (SVM): is a classification ML model that intent to separate two classes with a line perfectly

by finding the optimal points for that line. SVM can be applied to complex classification applications due to its ability

in estimating values that are not included in the training set. SVM model is successfully applied for Android malware

classification due to their effectiveness in high dimensional space [17].

3) Logistic Regression (LR): is a supervised ML model for binary classification. Probabilities between 0 and 1 will be

mapped from predicted values using logistic function. These probabilities help in mapping each input value with its

class. LR plays a crucial rule in detecting an attack in the field of cybersecurity [16].

C. Deep Learning Models

DL is a subset of ML with several hidden layers inspired by the structure of human brain. DL models can analyze and

learn patterns by extracting large amount of data from large scale datasets [18]. Three DL models are used in this study

to capture malware applications.

1) Long Short-Term Memory (LSTM): is a type of Recurrent Neural Network (RNN) with input, output, and forget

gates. LSTM model works will with sequential data where it can maintain the information memory of the previous

unit [3], [19].

2) Bidirectional Long Short-Term Memory (BiLSTM): is a developed version of LSTM model with two separate layers

where input data moves forward and backward between these two layers. The model output can be evaluated by

resulting the information in both past and future information [20].

3) Gate Recurrent Unit (GRU): GRU model is the most effective model for malware detection where it can handle large

amount of data and classify sequence efficiently [21]. GRU is a type of RNN designed to deal with sequential data,

making them perfect for dynamic behavior training for Android applications [22].
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D. Features Extraction and preprocessing

The AMD dataset includes 355630 samples with 86 static features distributed as following: Android_Adware: 147443,

Android_Scareware: 117082, Android_SMS_Malware: 67397, Benign: 23708[11]. The dataset contains missing values and

string entries that need to be handled before initiating the training process on ML-DL models so that it does not affect their

performances. The missing values are handled using mean imputation method, where each missing value in a numerical

feature was substituted with the mean value of that feature calculated from the existing data. While the string entries

are converted using label encoder method, which allocates a unique integer to each distinct category. This transformation

allows ML-DL models to process categorical data efficiently without altering the dataset structure. In CICMalDroid2020

dataset, the selected CSV file consist of 470 extracted features for 11,598 APK files comprising frequencies of system calls,

binders, and composite behaviors for five categories Adware: 1253, Banking: 2100, SMS malware: 3904, Riskware: 2546,

Benign: 1795. Unlike AMD dataset, CICMalDroid2020 does not contain any missing values or string entries, eliminating

the need for imputation or label encoder methods.

E. Performance Evaluation

Different metrics are used to measure the performance of ML-DL models, as follow [16], [23]:

1) Accuracy: this matrix can be calculated by dividing the True Positive (TP) and True Negative (TN) values by the sum

of all true and negative values. Where:

Accuracy =
TP + TN

TP + TN + FP + FN
× 100 (1)

2) Recall: in this matrix the TP will be divided by the sum of TP and False Negative (FN) values. Where:

Recall =
TP

TP + FN
(2)

3) Precision: is the ratio of TP values to the sum of variety of all positive results TP and False Positive (FP), Where:

Precision =
TP

TP + FP
(3)

4) F-Measure: this matrix shows the power of classification models for detecting Android malware. Which can be obtained

by:

F-Measure =
(Precision × Recall)
Precision + Recall

× 2 (4)

IV. EXPERIMENTAL RESULTS

In this study six models including LSTM, BiLSTM, GRU, SVM, KNN, and LR are evaluated and tested on two datasets:

AMD and CICMalDroid2020.

A. Model Architecture

The experiments are performed on Google Colab with consistent parameters across all models including 80:20 train-test

split, two hidden layers with 64 units each, using the Adam optimizer to train the models and categorical cross-entropy for

loss. Training is done over 10 epochs with a batch size of 64 and a dropout rate of 0.3 to avoid the overfitting problem.
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B. Performance on the AMD Dataset

To compare the performance of ML-DL models using the AMD dataset all the 86 features are extracted and selected

to evaluate the detection accuracy in classifying malware samples for each model. The result from applying all the six

models on AMD dataset shows that DL models outperformed ML models in terms of accuracy with 99.77% for BiLSTM,

99.75% for GRU, and 99.62% for LSTM. The high accuracy achieved by BiLSTM model required 14.27 minutes for

training making it the slowest among deep learning models, where GRU and LSTM required 7.18 minutes and 6.4 minutes

respectively.

On the other hand, in SVM model the required time to achieve an accuracy of 98.75% was significantly high with total of

238.9 minutes. While KNN and LR shows significantly faster execution time with 3.52 minutes for KNN and 0.41 minutes

for LR, but with relatively lower accuracy at 97.08% and 98.73% for KNN and LR respectively.

C. Performance on the CICMalDroid2020 Dataset

The result indicates that the accuracy for all models was lower than those achieved in the AMD dataset, due to the

increased diversity of static and dynamic features where all the 470 features were extracted and selected at this point. For

DL models, BiLSTM model achieved the highest accuracy of 89.70% with training time of 0.99 minutes, followed by GRU

at 87.94% with 0.6 minutes and LSTM at 88.87% with 0.52 minutes. While ML models showed slightly lower accuracy,

where the achieving accuracy for SVM is 86.72% with training time of 0.94 minutes, KNN 86.98% with 0.05 minutes, and

LR 85.47% with 0.14 minutes. All results are shown below in Table I. As shown in both charts of Fig. 2, the ML-DL models

TABLE I
A Comparation of Achieved Accuracy and Total Execution Time for Applying Different ML-DL Models.

Dataset Features Type Size (Rows*Cols) Target Categorical Method Total Execution Time Accuracy

AMD Static features 3556331*86

-Android_Adware
-Android_Scareware
-Android_SMS_Malware
-Benign

LSTM 6.4 min 99.62%
BiLSTM 14.27 min 99.77%

GRU 7.18 min 99.75%
SVM 238.9 min 98.75%
KNN 3.52 min 97.08%
LR 0.41 min 98.73%

CICMalDroid2020
Static
and
dynamic features

11599*471

-Adware
-Banking
-SMS malware
-Riskware
-Benign

LSTM 0.52 min 88.87%
BiLSTM 0.99 min 89.70%

GRU 0.6 min 87.94%
SVM 0.94 min 86.72%
KNN 0.05 min 86.98%
LR 0.14 min 85.47%

achieved higher accuracy when evaluated on the AMD dataset compared to the CICMalDroid2020 dataset, likely due to the

AMD dataset’s larger size, more balanced label distribution, and cleaner structure. With over 355,000 samples across four

well-defined categories, the AMD dataset provides sufficient examples for each class, enabling better generalization [12].

In contrast, CICMalDroid2020 contains significantly fewer samples 11,598. Adding to that, the CICMalDroid2020 dataset

mostly uses dynamic features like system calls and app behaviors during execution. However, many of these features are
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either missing or have very low values, which means there’s not much useful information in each record. This makes it

harder for ML-DL models to find clear patterns which may lead to poor performance [13]. On the other hand, the AMD

dataset has more complete and consistent features, making it easier for the models to learn and make accurate predictions.

However, Random Forest algorithm are used as a feature selection method to improve model performance and reduce

(a) performance on AMD dataset (b) performance on CICMalDroid2020 dataset.

Figure 2: Comparation between different ML and DL models.

complexity. This method selects features based on ranking the importance of the most relevant ones and neglect the less

significant features [24]. Since all ML-DL models showed better performance on AMD dataset, a random forest algorithm

is applied to enhance the detection accuracy even more by selecting the features that give the most informative data for the

classification process. Out of 86 only 20 features of AMD dataset are selected as a top priority for malware classification

by all the six models. This selection helped in optimizing the training time for models without reducing the accuracy,

by applying the dimensionality reduction for the dataset. As shown in Table II and Fig 3. Where there is a noticeable

difference in accuracy and execution time using the full and selected features method.
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TABLE II
Applying Random Forest Method for Feature Selection

Model Method Accuracy Time

LSTM
Full 99.62% 6.40 min

Random Forest 99.80% 9.82 min

BiLSTM
Full 99.77% 14.27 min

Random Forest 99.88% 17.94 min

GRU
Full 99.75% 7.18 min

Random Forest 99.80% 11.46 min

SVM
Full 98.75% 238.9 min

Random Forest 98.73% 19.13 min

KNN
Full 97.08% 3.52 min

Random Forest 98.99% 4.93 min

LR
Full 98.73% 0.41 min

Random Forest 98.74% 3.17 min

(a) Full and selected features accuracy (b) Full and selected features time

Figure 3: Comparation between full and selected features performance on AMD dataset.

V. CONCLUSIONS

Android platform as considered as the most used operating system for mobile devices. Whereas securing these devices

is becoming the primary goal to protect users financial or personal information from attackers. This study demonstrated

the difference between ML-DL models including: LSTM, BiLSTM, GRU, SVM, KNN, and Logistic Regression. Through
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applying these models on two datasets AMD and CICMallDroid2020, with unified architecture parameters, a comparison

is produced in Table I. A Random Forest method is used to increase the accuracy of ML-DL models on AMD dataset by

mathematically minimizing the number of features required for the classification process. The result showed that DL models

consistently outperformed traditional ML models across both datasets. BiLSTM showed the highest accuracy but with the

cost of longer execution times. LSTM and GRU offered a good balance between accuracy and computational efficiency,

making it a practical alternative. However, SVM, KNN, and LR presented lower accuracy. Therefore, it is imperative

to emphasize on improving models performance in future work by appending additional datasets with dynamic features

analysis.
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