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Abstract- The speedy improvement in Wireless Sensor Network (WSN) technology leads to various applications
such as smart cities, industrial applications, and health care. Energy efficiency is one of the leading challenges
in WSN because the major constraints for the process of communication are the routing protocol and energy
efficiency. A new approach has been introduced to enhance network performance and quality, an improved Ant
Colony Optimisation (ACO) with Elliptic Curve Cryptography (ECC) mechanism-based Clustered Routing Protocol
for WSN. The major sections of the protocol are LEACH-based CH selection, Ant Colony Optimisation, and ECC
mechanism. The protocol offers improved results in optimal path finding and wormhole attack protection. Simulation
results indicate that the proposed scheme yields superior performance metrics in terms of Packet Delivery Ratio
(PDR), network throughput, energy consumption, and security overhead.
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(ACO), Elliptic Curve Cryptography (ECC), Wormhole Attack Detection, Secure Communication, Network Lifetime,
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I. INTRODUCTION

Wireless Sensor Networks (WSNs) have extended their scope of research and have been implemented in various sectors,

such as agriculture, smart home automation, health monitoring, industrial oversight, and environmental control [1]. The

sensor first detects changes in its surrounding physical environment, then it processes the readings and finally sends the

data to the Base Station (BS) via the routing protocol. This data communication is what uses a lot of the energy, which

in return causes the performance and lifetime of WSNs to be adversely affected [2]. Sensors that are battery-powered

usually have a short life due to the limited battery capacity. In a star topology network, energy distribution among nodes

becomes a problem. Although a variety of solutions have been put forward to overcome this constraint, it is still an area

of concern that is being explored continually [3]. The efficiency and duration of the network depend on the amount of
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energy that nodes have. Energy is consumed in different ways, such as changing modes from active to sleep and vice versa,

data transmission, routing overhead, and handling network collisions [4][5]. One of the major challenges in WSNs is the

trade-off between energy conservation and the provision of secure transmission of confidential data [6-9]. This study is

mainly concerned with the following important contributions:

• Innovative Hybrid Routing Protocol: The IAE-CRP protocol that fuses LEACH-based cluster-head selection with ACO

and ECC, thus attaining a balanced improvement in both energy efficiency and network security for wireless sensor

networks.

• Integrated Wormhole-Attack Defence: Added a secured-in mechanism that can detect and neutralise wormhole attacks,

thus the reliability and confidentiality of data transmission in adversarial environments have been strengthened.

• Comprehensive Performance Gains: The newly designed protocol outperformed the existing (SEEPOT and SLTBT)

methods in NS2 simulations, as evidenced by the considerable improvements in packet delivery ratio, network

throughput, energy consumption, and packet loss, thus enabling a longer network lifetime and higher operational

efficiency. Energy-efficient and secure routing are crucial in WSNs for IoT, smart cities, industrial monitoring, and

healthcare due to persistent energy and security challenges. The IAE-CRP protocol delivers impressive results with

a 96.87% PDR, 534.87 kbps throughput, energy consumption of 0.15J, security overhead of 8.0 ms per packet and

includes wormhole protection through algorithms such as LEACH, ACO, and ECC.

This paper is divided into different sections: Section II examines the research done on the energy-efficient and routing

methods in wireless sensor networks. Section III explains the proposed IAE-CRP protocol that includes the radio-energy

consumption model, cluster-head selection based on LEACH, and the improved Ant Colony Optimisation operation. Section

IV is about the wormhole attack threat model and its defence mechanism. Section V elaborates on the method of creating

the key utilising ECC and the secure communication process. Section VI is about performance evaluation, simulation setup,

and comparative analysis with existing protocols. In Section VII, ends with suggestions for future research.

II. LITERATURE REVIEW

This section analyses various path optimisation strategies, referencing the work of Aparna Ashok Kamble and B.M.

Patil [10], multiple optimisation techniques and evaluates the pros and cons of traditional path optimisation models. Walid

Osamy and Ahmed A. El-Sawy [11], an optimisation strategy for WSN focused on reducing energy consumption. It

employs a clustering method based on competitive swarm optimisation supported by genetic algorithms. To enhance

network performance related to energy consumption, Etobi Damian, Williams-Paul, et.al [12], developed three approaches:

the PRI method, the NSI algorithm, and a proactive feedback technique.

Daneshvar, Pardis Alikhah, et. al [13], a routing model for WSN that utilises the GWO for selecting CH. However, the

energy efficiency benefits may not be observed in networks with a large number of sensors. Vinitha, Rukmini, et al. [14]

introduced a Taylor C-SSA model designed for energy-efficient multi-hop routing in WSNs. Yet, the evaluation of the

model’s performance across relevant experimental metrics remained insufficient. Amir Seyyed Abbasi and Farzad Kiani

[15] designed a routing model based on improved ACO for providing an optimal path for data transmission. This system is
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effective in terms of energy consumption. Mohammed Farsi, Mahmoud Badawy, et.al [16] developed a congestion-aware

clustering with Primary Cluster Head (PCH) and Secondary Cluster Head (SCH) selection.

Kalaivanan and Bhanumathi [17] introduced the CTEEDG protocol employs Fuzzy logic to select the CH. Simulation

results demonstrate that this approach enhances throughput and energy efficiency. Hassan, Abdellah Najid [18] developed

an enhanced clustering hierarchy algorithm to achieve higher energy efficiency in a wireless sensor network by using a

sleeping and waking mechanism. Alessandro Di Stefano, Aurelio La Corte, et.al [19] created a multi-agent model that

utilises a hierarchical clustering method along with an aggregation and rejection mechanism. Zhidong Zhao, Duoshui Shi,

et.al [20] used traditional hierarchical clustering to manage total energy consumption. A dynamic method that includes a

dual CH quarters strategy and an optimal CH function.K. Thangaramya, K. Kulothungan, et.al [21] designed a Neuro-Fuzzy

Rule-Based Cluster Formation aimed at improving the QoS in network systems.

Ramya Kulandaivel, S. Periyanayagi, et al. [22] introduced two sets of nodes: sensors and actors, to sense the surrounding

environment. Ming Tao, Xueqiang Li, et.al [23] analysed the deployment and connectivity issues in a network. It proposes

a multi-objective joint optimisation model incorporating multiple constraints to resolve these issues. Sachin Sen and

Chandimal Jayawardena [24] developed a new energy balancing technique to improve reliability and cybersecurity. Divya

R., Dr R.Chinnaiyan [25] developed a model to improve the security so as to protect the network from the DOS attacks.

N. Prakash. Dr M. Rajalakshmi, et.al [26], the model created focuses on improving energy efficiency and network

security. The authors emphasise optimising performance in next-generation communication and computing paradigms

by using intelligent, decentralised, and predictive methodologies to tackle emerging issues like end-to-end delays [27],

Blockchain/distributed ledger [28][29], Routing improvements [30], Machine learning (LSTM, ML models) [31][32].

III. PROPOSED MODEL

The hybrid protocol design uses LEACH-based clustering for cluster head selection, ACO for dynamic routing paths,

and ECC/ECDH for secure key generation. It addresses energy constraints, optimal routing, and security concerns like

wormhole attacks in WSNs. Fig. 1 explains the proposed flowchart in detail.

Figure 1: Proposed model flowchart.
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A. Energy Consumption Model

Under the constructed wireless sensor networks, the radio energy conservation model is analysed, where m represents

the bit message for the distance d [5]. Hence, the transmission is given in Eq. (1) as follows.

Etx(m, d) =

mEelec +mϵfsd
2, d < d0

mEelec +mϵmpd
4, d ≥ d0

(1)

Eq. (1) represents the transmission energy consumption for sending an m-bit packet over distance d. When the transmission

distance is less than the threshold distance d0, the free-space propagation model is used with energy factor εfs. Otherwise,

the multipath fading model is adopted with energy factor εmp. The same process is applied for calculating the energy

dissipated on the receiver side [4], also in Eq. (2).

ERx(m) = m ∗ Eelec (2)

Eq. (2) gives the energy dissipated at the receiver side for receiving an m-bit message, where Eelec denotes the electronic

energy consumed per bit. But for all the calculations, we consider only the communication energy. Eq. (3) gives the energy

consumed [6].

Etotal(m, d) = Etx(m, d) + Erx(m) (3)

The above Eq. (1) and Eq. (2), the notation Eelec indicates the overall energy consumed to transfer or receive an I-bit

message. Hence, Eq. (3) represents the total communication energy consumption, which is obtained by summing the

transmission energy and the reception energy.

B. LEACH Based CH Selection

The LEACH protocol is designed for sparse sensor networks, primarily focusing on efficiently transmitting data to a sink

node. It selects CHs based on energy levels and utilises randomised rotations among them to optimise energy distribution

among nodes. The decentralised method removes the requirement for centralised control and global network knowledge,

thus intending to increase the network lifespan while not relying on location data. Furthermore, LEACH supports data

aggregation at CHs, which is instrumental in reducing network traffic. Overall, it exemplifies a MAC model that ensures

efficient data collection and transmission while addressing energy consumption concerns.

The LEACH protocol is applied in rounds after determining the ideal percentage of cluster heads. For each round, a certain

number of cluster heads is assigned, based on the total number of rounds. h and the identified cluster heads g. Each round

consists of a steady-state phase and a setup phase, the latter being further divided into three sub-phases: advertisement,

cluster setup, and broadcast scheduling. During the advertisement phase, each node generates an integer between 0 and 1

and compares it with a predefined threshold level to determine if it becomes a cluster head.

T (n) =


p

1−p(r mod ( 1
p ))

, if n ∈ G

0, otherwise
(4)
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Eq. (4) defines the LEACH threshold used for cluster-head selection [8], where p is the desired percentage of cluster heads,

r is the current round, and G is the set of nodes that have not served as cluster heads in the last 1/p rounds. When a

node opts to become a cluster head, it disseminates an announcement packet to its neighbouring nodes, which respond

to indicate their participation during the cluster head setup phase. Responses are aggregated during the broadcast phase

to establish cluster memberships. The cluster head subsequently generates a TDMA schedule based on all cluster nodes,

dictating message transmission intervals. To ensure efficient data transfer, data is initially stored in the cluster head before

being relayed to the sink and ultimately to the base station, adhering to the structure outlined in the LEACH protocol.

NCH = p×N (5)

Eq. (5) represents the expected number of cluster heads in the network [6], where N is the total number of sensor nodes

and p is the predefined cluster-head probability.

C. Improved Ant Colony Optimisation

Ant colonies are metaheuristic and probabilistic optimisation techniques. It is a bio-inspired algorithm, not followed by

a central problem-solving method based on the actual structure and mobility operations of an ant colony. A meta-heuristic

algorithm implies that, with minimal modifications to any problem, a particular user optimisation technique or solution

may be obtained. In a simple example, two numbers may be added. The additional operation is an algorithm that remains

the same, but it may alter the numbers or operands. The ACO utilises a huge number of sophisticated iteration algorithms

to solve the issue with the natural behaviour of real-time ants. Ants usually move with the greatest concentration of

pheromones, as these are the hormones that guide their behaviour. Other ants may be attracted to the same colony, an ally

colony, or even a foe colony. The ants in the system or colony migrate from one x node to another y node at random.

Pxy =
ταxyη

β
xy∑(

ταxkη
β
xk

) (6)

Eq. (6) defines the probability of selecting node y as the next hop from node x [9], where τx,y denotes the pheromone

intensity on edge (x, y), ηxy represents the heuristic desirability of that edge, and α and β control the relative influence

of pheromone and heuristic information. Thus, after each iteration, pheromone trails may be updated when the ants have

completed a correct solution or a tour around the formula.

τxy(t+ 1) = (1− ρ) τxy(t) + ∆τxy (7)

Eq. (7) updates the pheromone trail after each iteration [10], where ρ is the evaporation coefficient and ∆τxy is the amount

of pheromone deposited on edge (x, y). This indicates that at least some portion of each pheromonal trail may be removed

following any iteration, and each iteration will repeat itself. Therefore, when using ACO the overall routing decision for

the entire system has a better chance of being accurate because the search for the optimum path has been limited to

the immediate vicinity around where ant activity was observed. Each artificial ant travelling from one node to another is

therefore subject to the proportionality principle; the probability that ant k will travel from node x to y is proportional

to a randomly selected z distributed uniformly within the interval [0,1].The intrinsic parallel nature of ACO makes it an
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excellent candidate for fast response to feedback and therefore selection of optimum routes, not only within WSNs but

also for many other applications. As a result of the final process of vapourisation , all pheromone quantities are then

re-evaluated through the comparison of the original pheromonal quantities against the newly-created quantities. Therefore,

as ants progress along a given path, they change all of the previously established quantities of the respective pheromonal

trails. In order to prevent an undesirable and often dangerous state from occurring, it is important to monitor the update

process. This state can occur when the update stops for some reason and the ants then proceed to build the same solutions

over and over, without ever bothering to seek alternative paths to reach their destination.

Thus, for node routing problems, the ACO algorithm can be applied in order to identify optimal solutions to minimize the

total amount of latency experienced by a network system as well as to address other limitations encountered that prevent

WSN systems from gaining the advantage of this methodology. The excess of available protocols for various types of mode

networks has made it difficult to determine which protocol should be used in a particular situation. Previous methods had

primarily focused on increasing a system’s performance or reducing energy consumption. Common drawbacks of these

methods included excessive latency or an inability for data to reach its destination due to the WSN system’s high degree

of mobility. This research proposes a biologically inspired ACO methodology that employs the use of artificial ants and

artificial neighbours. Pheromones should be evaporated or redeposited in priority order so they do not have an impact on

the system with a circular loop dependency (no repeating path). This allows for improved searching for new routes in the

ACO algorithm. An upgrade to the enhanced ACO algorithm includes integrating LEACH-based cluster head selection and

advanced pheromone management methods. This enhancement helps address issues like path stagnation and circular loops

common in basic ACO strategies. In traditional ACO, ants can get stuck on heavily pheromone-laden but inefficient routes

in dynamic WSNs, causing higher latency and energy consumption. The improved algorithm tackles these problems by

using controlled evaporation and creating artificial neighbours for diverse route exploration. Two evil nodes (M1, M2) in

the network conduct a wormhole attack by creating fake short routes. Important considerations include node locations being

unknown, cryptographic keys cannot be breached, transmission range less than or equal to dmax, and loose synchronisation

with RTT. Detection methods focus on identifying disparities in hop-count, RTT, and neighbour overlap by comparing the

advertised topology with the actual network structure.

IV. WORMHOLE ATTACK

In a wormhole attack, an attacker intercepts packets at one location while tunnelling them to another, resulting in network

oscillation. If the tunnelling exceeds the single-hop transmission range, the attacker can enhance the transmission metrics

significantly. By utilising a single-hop radial wireless mode, data can be transmitted immediately via the wormhole, reducing

latency. The attacker may initiate the operation before portions of packets are targeted, allowing them to eavesdrop and

tunnel the data to an accomplice. Surprisingly, if conducted transparently and dependably, the tunnelling by the attacker

may provide efficiency benefits by effectively connecting the network.

In a wormhole attack, the attackers build up solid connections with other nodes in order to have optimal placement for

an attack. Even when there is a high degree of authentication and no cryptographic key material, vulnerabilities still exist.

The attackers will work together at both ends of the wormhole, and there may not be an obvious difference between the
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two nodes involved. However, because the nodes will see packet broadcasts, most ad hoc routing protocols are particularly

susceptible to this type of attack.

Wormholes pose a threat to on-demand relaying protocols such as Dynamic Source Routing (DSR) and Ad Hoc On-

Demand Distance Vector (AODV). An attack is achieved when an attacker tunnels ROU_REQ packets directly to the final

destination. A neighbouring node that receives this packet will therefore retransmit it using the normal routing protocol

and will not retransmit ROU_REQ packets that are already in the current setup phase. As a result, it can effectively hide

routes that are beyond the wormhole and possibly restrict the area of search to only a few hops if the attacker is close to

the originator of the route.

V. ECC-BASED KEY GENERATION

To secure efficient communication in WSNs. It emphasises the importance of utilising encryption keys for both encryption

and decryption alongside authentication measures to secure communication pathways. To strengthen network security, the

process can be divided into two phases: enrollment and communication.

A. Enrollment Phase

During this enrollment phase, every time a node joins the admissions process, it must be enrolled by the certifying

authority (CH). Therefore, we assume that the CH functions as a certifying authority for node enrollment. The enrolment

phase also establishes a method to create the public key encryption system used throughout the Assignment. The certifying

authority gives the network permission to send private and public keys via a secure way of transferring data.

Our system, based on the ECC system, will require that the Certificate Authority (CA) to create secure keys for the sensors.

The ECC algorithm generates a key size of 160 bits which is considered to be much more secure than traditional asymmetric

RSA (which has a key size of 1024). The Security of the ECC system is based on the use of the Elliptic Curve Discrete

Logarithm Problem (ECDLP). The ECC system uses asymmetric cryptographic technology in the creation and exchange

of priv/pub keys. The private key is only used by the owner of that key and its related public key will be distributed to

others who may be involved in a transaction that utilizes the public key. A formal and complete mathematical description

of the ECC system and its components will be provided [13].

y2 = x3 + ax+ b (8)

Eq. (8) gives the general Weierstrass form of an elliptic curve used in ECC, where a and b are curve parameters [13].

4a3 + 27b2 ̸= 0 (9)

Eq. (9) ensures that the elliptic curve is non-singular and therefore valid for cryptographic operations [14]. Different curves

are used for different values of (a, b) in the case of elliptic curves. The public key is found by the private key ”e” multiplied

by a Generator point (G) of the particular curve, the consequent point on the curve being the public key (P ).

Q = dG (10)
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Eq. (10) represents the ECC public key generation process [3], where d is the private key and G is the generator point on

the elliptic curve. ECC operates on elliptic binary curves over a field GF(2m) defined by two parameters a and b (where

b0 id belongs to GF(2m). It includes an infinite point O and all points (x, y) satisfying the specified equation (11).

E(Fp) = {(x, y) ∈ Fp : y2 mod p = (x3 + ax+ b) mod p} ∪ {O} (11)

Eq. (11) defines the elliptic curve over the finite field Fp, including all points that satisfy the curve equation together with

the point at infinity [17].

The system by which a vehicle gets its public and private keys from the Certifying Authority is made up of four different

stages.

1) A figure "R1" sends a demand for a private key to the Certifying authority by a node encrypting and dispatching the

message REQ_MESSAGE. The message encrypted with the public key of the authority contains the ID of R1, the ID

of another entity "C," region variables for an Elliptic Curve and a timestamp in Eq. (12) [15].

EkCA [IDC ∥ IDR1 ∥ (P, a, b,G, n, h) ∥R1] (12)

2) The CA sends the encrypted private key (PRC) to the node that is labelled ’R1.’ It also makes sure that the key is

provided with the proper identification in Eq. (13) [16].

EkCA [IDC ∥ dC ] (13)

3) Node "R1" sends a REQ_MESSAGE to the certifying authority for the generator (GEN), "C" identification, and a

time stamp that has been encrypted with "C’s" private key are part of the message in Eq. (14) [17].

EdA [IDC ∥R2] (14)

4) The CA will send the GEN to node "R1," along with C’s ID and a C-signed time-stamped message encrypted with

C’s private key in Eq. (15) [18].

EdA [IDC ∥R2 ∥G] (15)

5) Node "R1" is equipped with a private key (dA) and a GEN, so it can generate its own public key (QA) in Eq. (16)

[19].

QA = dAG (16)

Eq. (16) shows how node R1 generates its public key QA using its private key dA and the generator point G.

B. Communication Phase

R1" and "R2" are two nodes that both wish to establish a connection in this phase, and both nodes want to make sure

that their messages are legitimate and secure. The research employs the Elliptic Curve Diffie-Hellman (ECDH) method

to guarantee secure communication between nodes. ECDH allows the nodes to jointly generate a shared secret key that
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will be used for private encryption, thus enabling them to securely exchange messages. The shared key can only be the

one derived by nodes that know their individual secret information, thus no other vehicles can eavesdrop on the secure

communication, even if there exist adversarial situations. To create a shared secret key, two nodes, "R1" and "R2", have

to decide on the Elliptic Curve Domain Parameters. Each node also has a set of public and private keys of its own. Let’s

suppose that node "R1" has a key pair (dA, QA), where dA is the private key, and QA is the public key. Similarly, node

"R2" has a key pair (dB , QB), with dB being the private key and QB being the public key. The procedures involved in

creating a secret shared key are as follows:

1) Node “R2” sends its public key QB to node “R1”, then node “R1” calculates in Eq. (17) [6]:

K = dA ×QB (17)

Eq. (17) represents the computation of the shared secret key at node R1, where the private key dA is multiplied by

the public key QB of node R2. This operation generates a common elliptic curve point that serves as the basis for

secure communication.

2) Node “R1” sends its public key QA to node “R2”, then node “R2” calculates in Eq. (18) [7]:

K = dB ×QA (18)

Eq. (18) describes the computation of the shared secret key at node R2, where the private key dB is multiplied by

the public key QA of node R1. This ensures that both nodes independently derive the same shared secret.

3) As we all know in Eq. (19),

dA ×QB = dB ×QA (19)

Eq. (19) demonstrates the fundamental property of the Elliptic Curve Diffie-Hellman (ECDH) protocol, showing that

both nodes compute an identical shared secret key despite using different inputs [9]. This equality ensures secure key

agreement without directly transmitting the private keys. Since:

K = dAdBG (20)

Eq. (20) expresses the shared secret key generated through ECDH, showing that both communicating nodes derive

the same secret point on the elliptic curve [12].

4) So xk is the shared secret key between two nodes.

VI. PERFORMANCE ANALYSIS

The research utilises Network Simulator 2 (NS2), combining Object Tool Command Language (OTCL) and C++, to

simulate the proposed approach in a defined coverage area of 1000 x 1000 meters. A scenario with 100 nodes is executed,

incorporating 5% of those as attackers. Key evaluation metrics for comparison include throughput and PDR. To verify
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this proposed IAE-CRP is very effective, it is compared with the earlier research, such as SEEPOT and SLTBT. Table I

describes the parameters in details.

TABLE I
Simulation Setup and Parameters

Parameter Value
Simulator NS2 (OTCL + C++)

Area 1000× 1000 m
Nodes 100 (+5 attackers)

Traffic Model CBR/UDP
Packet Size 512 bytes
Packet Rate 4 pkt/s

Sources 20 random to 1 sink
Simulation Time 300 s

A. Network Throughput Calculation

It refers to the rate at which data flows through the network communication channel. The mathematical expression for

the calculation of Eq.(21) of throughput is given below [21].

Throughput =
Total received bits

Simulation time
(21)

Fig. 2 presents the throughput results of the proposed method alongside its comparison to previous methods. At 100 nodes,

IAE-CRP achieves a throughput of 534.87 Kbps, surpassing SEEPOT by 242.1Kbps and SLTBT by 119.5 Kbps. Even at

10 nodes, it delivers 45 Kbps, exceeding SEEPOT by 80 Kbps and SLTBT by 28.6 Kbps. With 40 nodes, the bandwidth

hits 180 Kbps, doubling SEEPOT by 112 Kbps and outperforming SLTBT by 64 Kbps. The 100-node test showcases

IAE-CRP’s scalability, as its throughput is more than three times that of SEEPOT and over double that of SLTBTs.

Figure 2: Network throughput calculation
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B. Network Packet Delivery Ratio (PDR) Calculation

PDR quantifies the successful transmission of data packets from the source to the destination within a network. A

mathematical model is provided in Eq. (22) as in [22].

PDR =
no of packet received

Total number of packets sent
× 100 (22)

Fig. 3 depicts the PDR calculated for the proposed method and earlier methods. At 100 nodes, IAE-CRP obtains the highest

Packet Delivery Ratio (PDR) of 96.87%, which represents great leaps of 17.33% and 9.22% over SEEPOT (82.54%) and

SLTBT (87.65%), respectively. The figure of 68% marks its PDR at 10 nodes, and it thereby edges out SEEPOT and

SLTBT. At 40 nodes, the PDR is 84%, and at 60 nodes, it is 89%.

Figure 3: Packet Delivery Ratio (PDR) calculation of the network

C. Energy Consumption

In Fig. 4, the IAE-CRP protocol saves 42-47% energy vs. baseline protocols with 50-100 nodes. Energy use in 50-node

scenarios: IAE-CRP is 0.15J, SEEPOT 0.35J, SLTBT 0.28J. At 75 nodes, SEEPOT and SLTBT energy use rise to about

0.42J and 0.35J, while IAE-CRP increases to 0.22J. At 100 nodes, IAE-CRP is 0.28J, less than SEEPOT (0.48J) and

SLTBT (0.42J). The IAE-CRP protocol boosts energy efficiency, saving 0.13J on average.

D. Security overhead communication

In Fig. 5, IAE-CRP reduces ECC computation costs by 33%, achieving 8.0 ms per packet, faster than SEEPOT (12.0

ms) and SLTBT (10.0 ms). These results of security against wormhole attacks using a 160-bit ECC based on clustering.

Computational time is 8.0 ms, and energy consumption at 100 nodes is only 0.28ms, compared to SEEPOT’s 0.48 ms.

Table II summarise the comparative analysis of the results.
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Figure 4: Energy Consumption

Figure 5: Security Overhead Comparison

TABLE II
Comparative analysis

Parameter IAE-CRP SEEPOT SLTBT
Network throughput (Kbps) 534.87 242.1 119.5
Packet Delivery Ratio (%) 96.87 82.51 87.65

Energy Consumption (Joules) 0.15 0.35 0.28
Security Overhead (ms) 8.0 12.0 10.0
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VII. CONCLUSION

The major drawback of WSN is that it consumes more energy during the communication process within the network.

In order to overcome this issue, we introduced a routing protocol, namely the Improved Ant Optimisation with ECC

mechanism-based Clustered Routing Protocol, which mainly concentrates on both energy efficiency and security enhance-

ment in the network. Our protocol performs better when compared with the earlier protocols, such as SEEPOT and SLTBT.

However, this model is not suitable for applications with critical faults because it lacks a fault tolerance mechanism. The

IAE-CRP protocol surpasses SEEPOT and SLTBT in wireless networks with a throughput of 534.87 Kbps — notably higher

than SEEPOT’s 242.1 Kbps and SLTBT’s 119.5 Kbps. It also achieves a packet delivery ratio of 96.87%, an enhancement

over SEEPOT’s 82.51% and SLTBT’s 87.65% despite wormhole attacks. IAE-CRP’s energy consumption of 0.15 Joules

is significantly lower compared to SEEPOT and SLTBT, reducing it by 57% and 46%, respectively, prolonging network

lifespan. Security overhead is reduced to 8.0 ms with the use of ECC-based key generation and ACO path optimisation,

much lower than SEEPOT’s 12.0 ms and SLTBT’s 10.0 ms. Future research on the IAE-CRP method could explore adding

fault tolerance for real-time IoMT applications and scaling up for larger wireless sensor networks. Combining ACO with

machine learning, like LSTM, could improve predictions of evolving network topologies and routing efficiency.
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